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PATCH ACT: 

• Omnibus: 
https://www.congress.gov/117/bills/hr2617/BILLS-117hr2617enr.pdf 

• FDA FAQ:  
https://www.fda.gov/medical-devices/digital-health-center-excellence/cybersecurity-medical-devices-
frequently-asked-questions-faqs 

• 5 minute oral testimony to Senate HELP Committee on PATCH Act by Joshua Corman: 
https://m.youtube.com/watch?v=it9YbZ4W__o&list=PLSNVlMw4ldTw6QqXlNvSNn-b9A8aM93vu&index=5 

• Provide Medical Care is in Critical Condition: Analysis and Stakeholder Decision Support to Minimize 
Further Harm: 
https://www.cisa.gov/sites/default/files/publications/CISA_Insight_Provide_Medical_Care_Sep2021.pdf 

• A Hospital Hit by Hackers, a Baby in Distress: The Case of the First Alleged Ransomware Death: 
https://www.wsj.com/articles/ransomware-hackers-hospital-first-alleged-death-11633008116  

• Cyber Resilience Act Blog Post by Harley Geiger: 
https://www.venable.com/insights/publications/2024/01/preparing-for-the-eu-cyber-resilience-act  

• Cyber Resilience Act Adopted text: 
https://www.europarl.europa.eu/doceo/document/TA-9-2024-0130_EN.pdf 

• It’s Morning Again in Pennsylvania: Rebooting Computer Security Through a Bureau of Technology Safety 
by Andrea Matwyshyn:  
https://www.lawfaremedia.org/article/it-s-morning-again-in-pennsylvania-rebooting-computer-security-
through-a-bureau-of-technology-safety 

• BSides 2023 Keynote “And together we crossed the river…” by Josh Corman: 
https://m.youtube.com/watch?v=N3mtSm-jEnA  

SICI: 
Recommendation from Cyberspace Solarium Commission: 

• Cyberspace Solarium Commission:  
https://www.solarium.gov 

Introduction via Congress: 
• H.R.5491 - Securing Systemically Important Critical Infrastructure Act: 

https://www.congress.gov/bill/117th-congress/house-bill/5491?s=1&r=9 
• CISA SIE Memorandum: 

https://www.cisa.gov/sites/default/files/2023-03/CSAC_September-Quarterly-Meeting-
Recommendations_DIR-Response_2023-03-01_508_V2.pdf 

• CNN article - Change Healthcare / SIE: 
https://amp.cnn.com/cnn/2024/03/09/tech/medical-supply-chain-cybersecurity 

• Wyden Statement on the United Health Group Hack: 
https://www.wyden.senate.gov/news/press-releases/wyden-statement-on-the-united-health-group-hack 

• UnitedHealth Exploits an ‘Emergency’ It Created: 
https://prospect.org/health/2024-03-10-unitedhealth-exploits-emergency-change-ransomware-oregon/ 
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Weakening HITECH via HHS secretary discretion over fines and curtailing audits  
• Public Law No. 116-321 / HR 7898: 

https://www.congress.gov/bill/116th-congress/house-bill/7898/text 

Articles about recent water hacks: 
• US warns hackers are carrying out attacks on water systems: 

https://www.reuters.com/technology/cybersecurity/us-warns-that-hackers-are-carrying-out-disruptive-
attacks-water-systems-2024-03-20/ 

• “Disabling cyberattacks” are hitting critical US water systems, White House warns: 
https://arstechnica.com/security/2024/03/critical-us-water-systems-face-disabling-cyberattacks-white-
house-warns/ 

• Steward Health - Tales from the Bat Cave: 
https://prospect.org/health/2024-02-27-scenes-from-bat-cave-steward-health-florida/ 

SBOM 
• THE OPPOSITE OF TRANSPARENCY: 

https://m.youtube.com/watch?v=qk2vo7ir1cI  
• Internet of Bodies by Andrea Matwyshyn: 

https://scholarship.law.wm.edu/cgi/viewcontent.cgi?article=3827&context=wmlr 
• EPA LAWSUITS: 

https://therecord.media/epa-says-litigation-from-republicans-and-water-companies-forced-withdrawal-
of-cyber-memo 

• CISA Bad Practices: 
https://www.cisa.gov/stopransomware/bad-practices 

• CISA Stuff off Search: 
https://www.cisa.gov/resources-tools/resources/stuff-search 

• CISA KEV: 
https://www.cisa.gov/known-exploited-vulnerabilities-catalog 

• White House National Cybersecurity Strategy: 
https://www.whitehouse.gov/wp-content/uploads/2023/03/National-Cybersecurity-Strategy-2023.pdf 

• CISA CPGs: 
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals 
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